
NOTES ON NIS2 

By Cesare Gallotti. Updated on 16/03/2024. 

A few words about NIS 2 

NIS 2 (EU Directive 2022/2055) entered into force on 17 January 2023. 

NIS2 will have to be adopted by member states by October 2024. 

-          The number of subjects increased. 

-          It requires a risk analysis. 

-          The measures should be adapted to the context, thus also taking into account the spending 

capacity. 

Subjects to whom NIS2 applies 

The applicability depends on the sector and the size (more than 50 employees and turnover of more 

than 10 million Euros; therefore excluding small ones) of the organization. NIS2 is therefore 

applicable to: 

-          essential entities; 

-          important entities. 

The practical difference is in terms of controls and sanctions. 

NIS2 involves more companies than Italian Perimetro nazionale per la cyber sicurezza. 

With NIS 2, entities will have to recognize themselves as entities that must apply NIS 2, it is no longer 

the authority that designates them as such. It is expected that entities will register according to rules 

that will be provided. 

On the basis of the registrations, by 17 April 2025, Member States shall establish a list of essential 

and important entities and entities providing domain name registration services. 

The diagram below can be found on the https://ccb.belgium.be/en/nis-2-directive-what-does-it-

mean-my-organization website (my file "2023-NIS-2 Scope visual.pdf").  



 

Entities defined as "critical" by Directive (EU) 2022/2557, better known as the CER Directive, will also 

fall within the scope of application. 

Additional subjects may be added by national legislation. 

Risk assessment 

NIS2 is multi-risk: logical, physical, governance, technological lock-in, utilities. And it considers the 

"social and economic" impact and requires an "appropriate level" of security. 

Belgium has a rather simple approach (but I don't fully understand how it works): 

https://ccb.belgium.be/en/choosing-right-cyber-fundamentals-assurance-level-your-organisation. 

The impact table is interesting, because perhaps it could be reused to identify significant incidents 

(see below). 



 

The Commission's Guidelines of 13.9.2023 suggest to consider the following threats, again in a multi-

risk logic: 

- sabotage 

- theft 

- fire 

- flood 

- telecommunication issues 

- problems with power outages  

- any unauthorised physical access that could compromise the availability, authenticity, 

integrity or confidentiality of the data stored, transmitted or processed or of the services 

offered by or accessible through such information and network systems 

- system failures 

- human errors 

- malicious actions  

- natural phenomena. 

Comment 

I hope is that, if guidelines will be issued on how to carry on a risk assessment, they will not be based 

on the formal, but not useful, approach based on assets, threats and vulnerabilities. I hope that they 

will give room to the event-based approach. I always say that a detail of all the assets is not useful 

for risk assessment (it is instead necessary for operational activities). 

Security measures 

The Directive identifies (Article 21(2)) risk management measures, namely: 

(a) policies on risk analysis and information system security; 



(b) incident handling; 

(c) business continuity, such as backup management and disaster recovery, and crisis 

management; 

(d) supply chain security, including security-related aspects concerning the relationships 

between each entity and its direct suppliers or service providers; 

(e) security in network and information systems acquisition, development and maintenance, 

including vulnerability handling and disclosure; 

(f) policies and procedures to assess the effectiveness of cybersecurity risk-management 

measures; 

(g) basic cyber hygiene practices and cybersecurity training; 

(h) policies and procedures regarding the use of cryptography and, where appropriate, 

encryption; 

(i) human resources security, access control policies and asset management; 

(j) the use of multi-factor authentication or continuous authentication solutions, secured voice, 

video and text communications and secured emergency communication systems within the 

entity, where appropriate. 

Perri says there's an catalogue on skills assessment, but I didn't find it (or maybe I misunderstood); 

perhaps in interpretations. 

By 17 October 2024, the Commission shall adopt implementing acts laying down the technical and 

methodological requirements of the above measures as regards providers of: 

- DNS services,  

- top-level domain name (TLD) registries,  

- cloud computing services,  

- data center services,  

- content delivery networks,  

- managed services,  

- managed security services,  

- online marketplaces,  

- online search engines, 

- social networking service platforms,  

- trust service providers. 

Some predict that the following should therefore apply: 

- sector-specific requirements set by the Commission (or, alternatively, requirements 

recommended by ENISA or national authorities); 

- common basic requirements (or, alternatively, ISO/IEC 27001 certification). 

Belgium (like Italy) proposes a list of measures based on the NIST CSF: 

https://ccb.belgium.be/en/cyberfundamentals-framework.  

At present (13 March 2024) the measures to be taken have not been established. In Italy we know 

that now, for subjects under NIS, those of the National Framework for Cybersecurity and Data 

Protection (https://www.cybersecurityframework.it/framework2) are required and so in other 

countries. Perhaps with NIS 2 other patterns will follow.  



Please note that the measures established by the member States and referred to in Article 21(1) of 

NIS2 should apply to all operational activities and services of the entity, not only to specific IT 

resources or critical services provided by the entity. My interpretation: if an entity has "secure" and 

"insecure" services, it can be hacked by exploiting the deficiencies of "insecure" services and then, 

with lateral movements, compromising the "secure" ones as well. For preventing this, the entity 

must apply security measures to all of its activities and services. 

Comment 

Personally, I hope that ISO/IEC 27001 will be adopted or, as an alternative, entities will have the 

permission to choose their IT security framework. I support ISO/IEC 27001 because Italy can 

participate in its updates and extensions. 

In all cases, I recommend that you start implementing ISO/IEC 27001, on which, if necessary, you can 

add the specific requirements that will be made. An ISO/IEC 27001 implementation can be easily 

converted to NIST CSF or others. 

Incident management 

As already provided for by the NIS 1 Directive, NIS 2 also provides for the obligation to notify the 

CSIRT and the competent authorities (as well as the recipients of the service themselves) of 

significant incidents (IT incidents capable of significantly impacting the provision of the service).  

Communications to the CSIRT must be made (art. 23): 

• Within 24 hours of becoming aware of the incident with an early warning notification (this is 

to mitigate the potential spread of incidents and to allow you to call for assistance); 

o it must provide the data that is strictly necessary if the significant incident is 

suspected to be the result of unlawful or malicious acts or if it is likely to have (i.e. is 

likely to have) a cross-border impact; 

o it must contain an initial assessment of the significant incident, including its severity 

and impact, as well as, where available, indicators of compromise. 

• Within 72 hours of becoming aware of the incident with updates to the information 

provided with the early warning. 

• Within 1 month of becoming aware of the incident with a final report to complete the 

reporting process (this is in order to be able to draw valuable lessons from individual 

incidents); 

o The report must be inclusive of its severity and impact, the type of threat or 

underlying cause that likely triggered the incident, the mitigation measures taken 

and ongoing and, where appropriate, the cross-border impact of the incident. 

Some entities are subject to multiple regulations and therefore different ways of reporting incidents. 

In some cases, integration of the several requirements can be complex. 

Articles: 

-          Article 23 sets out when notification is mandatory; 



-         Article 30, indicates when the notification is voluntary (other incidents, threats, near misses, 

including by other parties). 

In NIS2 there is a definition of "significant incident" in Article 23(3): it has caused or is capable of 

causing severe operational disruption of the services or financial loss for the entity concerned or it 

has affected or is capable of affecting other natural or legal persons by causing considerable material 

or non-material damage. 

An entity needs to be better define what a "significant incident" is in its context and perhaps the 

impact table used to assess the risk can help. 

NIS 2 also uses "near misses".  Near miss is “an event that could have compromised the availability, 

authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services 

offered by, or accessible via, network and information systems, but that was successfully prevented 

from materialising or that did not materialise” (art. 6). 

NIS2 establishes the European Network of Cyber Crisis Liaison Organisations (EU-CyCLONe). 

Other topics 

NIS2 includes additional topics: 

• Cooperation between Member States 

• Penalties 

• National Contact Points 

• Role of ENISA 

These, however, do not fall within my competence and I have not studied them in depth. 
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